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HUNTING, SHOOTING AND PHISHING: NEW
CYBERCRIME CHALLENGES FOR CYBERCANADIANS
IN THE 21st CENTURY 

Introduction 
I am honored to deliver the 2007 Eccles Plenary Lecture and talk to you about
cybercrime, cyberspace and Canada – three subjects that interest me greatly. 
My presence at this conference continues an association with Canada that has
spanned three decades, during which time and in various capacities, including
time in the creative industries, I have been privileged to visit the length, 
breadth and height of the country and appreciate its geography and people.
Since becoming an academic in the early 1990s my work owes much to the
conceptual inputs of Canadian criminologists1 and also to the many practitioners
and policy makers from various agencies whom I have met over the years 
when participating in multi-sector cross-sectoral partnerships on cybercrime. 

My talk to you outlines the new cybercrime challenges that CyberCanadians2

will face in the 21st century. Under this somewhat ambitious, and as I shall
explain later, ambiguous, title, I want to look at the major developments in
information and communications technology that are transforming Canada,
before exploring their actual impacts upon criminal behavior. I will then discuss
how information and communications technologies are transforming our world
and are creating new opportunities for crime. I shall then argue that cybercrime
has evolved through different generations (of information technology), before
mapping out the substantively different types of cybercrime. In the final
sections I shall outline the various challenges that cybercrimes pose for
criminal justice systems and discuss what we do about them.

HUNTING, SHOOTING AND PHISHING: NEW CYBERCRIME CHALLENGES FOR CYBERCANADIANS IN THE 21st CENTURY 1

1 I mention some of the more influential names here in alphabetical order: the late 
Dr Richard Ericson (University of Toronto), Dr Kevin Haggerty (University of Alberta),
Dr David Lyon (Queens University, Kingston), Dr James Sheptycki (York University),
Dr Jean-Paul Brodeur (Université de Montréal), Dr Clifford Shearing (now at Cape
Town, South Africa) and Professor Philip Stenning (now at Keele, UK).

2 Please note that my use of the term CyberCanada and CyberCanadians is applied
generically and is not to be confused with CyberCanada Computers of Sault Ste.
Marie, Ontario or CyberCanada Security Services of Chelm, Ontario.
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What is CyberCanada?
Writing in the 1920s and 30s, economist Harold Innis built upon McIntosh’s
‘staples thesis’ to describe Canada as a nation shaped economically,
geographically and culturally by its staple industries. The hunting, fishing,
agriculture and mining industries each created staple products for exportation
to Europe. The long lasting trade and cultural links that were forged during this
process helped to form the bedrock of the Canadian economy and its culture
(Innis, 1930). So the Hunting and Shooting link in my title is fairly obvious, but
the Phishing3 link requires some further explanation and I will get to this later. 

The hard technological traditions that supported the staple industries, from the
aboriginal flint chip to the late-modern silicon chip have become crucial to their
maintenance and survival. However, since the middle of the nineteenth century,
they have been augmented by information communications technologies 
(ICTs) that have facilitated the staple industries’ production and distribution. In
so doing the ICTs have played a crucial role in bridging Canada’s geographical
isolation and connecting its remote communities and, thus, contributing to 
the formation and expansion of the Canadian nation. The wire telegraph, then
the telephone, penetrated the parts of the country that the railroad and roads
could not easily reach and for over a hundred years or more carried essential
information across the vast Canadian continent. Later augmented by radio 
and television, these early communications technologies helped to spawn
cultural formations that gave the Canadian peoples a common sense of identity
and community, whilst also respecting local difference. In recent years, the
networking of Canadian society, which began with the older communication
technology, was accelerated by the Internet. It has re-written many of 
the physical rules of time and space both to bring further together a
geographically-distributed nation and to help engender a new sense 
of national community across its vast expanse. 

Today it is estimated that over two thirds of Canadians are regularly online
(68% in 2005), which is amongst the highest per capita in the world. Not
only are users found across the age ranges, but their usage is both regular 

2 HUNTING, SHOOTING AND PHISHING: NEW CYBERCRIME CHALLENGES FOR CYBERCANADIANS IN THE 21st CENTURY

3 Phishing is the use of internet communications, e.g. emails, to socially engineer (trick
people) out of personal financial information. Variations include ‘spear phishing’ where
specific, rather than blanket, targets are chosen. Also pharming, smishing, vishing.
From the Glossary in Wall (2007: 227).
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and covers a very wide range of purposes, including conducting business,
citizenship and leisure. (Statistics Canada, 2006). The product of this high
level of access is what can best be described as ‘a virtual federation of
Canada’. This ‘CyberCanada’ comprises the numerous ‘national’ communities
that are, in many respects, still very much rooted in their traditions, but are
now shared across a new framework of time and space. CyberCanada not
only ties together Canadians across its vast land mass, but also connects
Canadians across a global span. We also find within CyberCanada the various
facets of the Canadian state (in its broadest sense) represented online.
Together this virtual presence effectively constitutes a virtual simulation of the
state along with its various functions. CyberCanada therefore combines an
idealized notion of the state free of the contradictions of physicality (especially
time and space) with a very real and practical way of enabling citizens to
participate in its working and operation. But let us not get too romantic about
CyberCanada because we should also remember that over a quarter of the
Canadian population remain offline. The presence of such a sizeable offline
population raises the thorny question as to whether or not citizens in the
future should retain the right to remain offline, which is a question that needs
to be resolved everywhere and not just in Canada as more and more
governmental and citizenship related facilities go online.

At the heart of CyberCanada is a new staple industry, ‘knowledge production’,
which is creating informational capital and new forms of wealth in intellectual
property. Canada’s technological innovation was once symbolized by its railroad
which joined the nation. The railroad was replaced by Toronto’s CN Tower, built
in 1976 as a multi-format communications transmitter and receiver. However, 
as we pass through the first decade of the 21st century, innovations such as
Research in Motion’s distinctive Blackberry are effectively replacing the Tower 
as the new global symbols of the 21st century digital age. By coincidence, on 
a very clear day you can see the northern part of Canada’s equivalent of Silicon
Valley from the CN Tower. Often referred to as the ‘technology triangle’ of
Waterloo/Kitchener/Cambridge, Ontario, this area is where the Blackberry 
was originally produced. Indeed, the summary of the locations of Deloitte 
& Touche’s top fifty fastest growing Canadian technology companies shown
in Table 1 finds over half (53%) to be located in Ontario, with most in the
technology triangle. 

HUNTING, SHOOTING AND PHISHING: NEW CYBERCRIME CHALLENGES FOR CYBERCANADIANS IN THE 21st CENTURY 3
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Table 1: The Locations of the 50 Fastest Growing Canadian Technology Companies 
in 2007
(secondary analysis)

Ontario 27 53%
Quebec 9 18%
British Columbia 9 18%
Alberta 4 8%
Newfoundland 1 2%
Prince Edward Island 1 2%

51* 100%

Original source: Deloitte & Touche LLP, Canada (Deloitte & Touche, 2007)
*N.B. Adds up to 51 because of joint position holders.

However, perhaps just as significant is the fact that just under half of these fast
growers are located in the other provinces, thus reflecting the basic Canadian
population demographics. It is in fact quite wrong simply to locate the
production of knowledge in one geographical location because the organizations
on the Deloitte & Touche list are themselves comprised of active networks of
workers across many provinces, territories and beyond. We should therefore be
looking more closely at what they do and Table 2 summarizes the main functions
of the fifty fastest growing businesses and illustrates that they are nearly all
involved in the production of software that either makes management more
efficient, enables connectivity or facilitates commerce. 

Table 2: The 50 Fastest Growing Canadian Technology Companies in 2007 
(secondary analysis) 
Summary of 50 Fastest Growing Companies
Management Efficiency Software 21 41%
Connections software and cables 15 29%
Commerce 9 18%
Industrial software – Gas pipeline etc) 3 6%
Social connections – networking 2 4%
Hardware – routers 1 2%
Total 51 100%

N.B. Position 3 was joint hence total of 51
Original source: Deloitte & Touche LLP, Canada
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Other authors have described the details of the technologization of knowledge
production much more effectively than I4. I merely mention it here to frame my
talk and set the scene. My main concerns and interests lie in the risks to society
that these new opportunities also create. Simply put, knowledge production
creates added value and informational capital which rapidly becomes a driver
for change in criminal behavior. So, the knowledge production process is not
risk free because history dictates that where wealth is produced, then, that is
where those who wish to acquire it by means fair or foul will be found. 

I mentioned earlier that the title I give to this talk is ambitious; well it is not
only ambitious but also ambiguous because it hides an irony. The irony is that
at this point in the talk the Canadian specific line of enquiry stops because
many of the challenges I shall subsequently describe are in fact globalized and
not specifically Canadian – but I would argue that what affects Canada also
affects all and vice versa. Yes, one could argue that Canada has always been
fairly globalized because of its history, its population’s diverse origins and its
trade and cultural links. But in the 21st century global information society
Canada is a global player within a globalized world and an increasing part 
of its economy is informational, networked and globalized – like many other
developed countries. Since this is the point where the global takes over, I
promise not to use the irksome term CyberCanadian again other than in the
conclusions. I now wish to focus upon the challenge of cybercrime and for
much of this part of the talk I draw upon the research for chapters 2 and 3 
of my recent book on the transformation of crime in the information age
(Wall, 2007) and an article I have in press about cyberfear (Wall, 2008). 

How have information and communications technologies transformed our
world (and created new opportunities for crime)?5

Before looking at what cybercrimes are, it is necessary to understand how
technological change has affected society more generally because the two are
linked. Three specific transformations can be observed: 1) networking, which
has been facilitated by the convergence of computing and communications
technologies; 2) the transfer, trade and brokering of information in internet
transactions and 3) their globalization. These transformations are not simply

HUNTING, SHOOTING AND PHISHING: NEW CYBERCRIME CHALLENGES FOR CYBERCANADIANS IN THE 21st CENTURY 5

4 See further the work of Manuel Castells, Mark Poster, Frank Webster, Tim Jordan,
David Lyon and many others. 

5 The following two sections are adapted from earlier drafts of chapter 3 of Wall (2007).
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the product of technology, nor are they necessarily mutually exclusive. 
Rather they signify broader social processes that were already developing 
(see Castells, 2000) – processes of change that have been accelerated by 
new networking technologies. They are described below in greater detail. 

Networking and the convergence of technologies
The Internet is simply a set of agreed informational protocols that enable
personal computers to communicate with each other across networks.
It represents the immensely successful convergence of computing and
communications technologies into a consumable and easy-to-use facility. 
A significant product of this convergence has been the virtual space, or
cyberspace, in which internet users conduct their transactions. Cyberspace
developed cultural significance through the work of Canadian science 
fiction author, William Gibson, who first coined the phrase in his 1982 
short story ‘Burning Chrome’. The concept of cyberspace then developed in
the cyberpunk literature of the 1980s and 1990s, which linked the ‘space’
with crime (see Wall, 2008). It is an imaginary space, yet actions within it
have real consequences.

The process of convergence is therefore an important key to understanding 
how criminal opportunity began to change in the information age. Convergence
is the ability of different (networked) technology platforms, such as consumer
devices (telephone, television and personal computers), to deliver similar kinds
of services (European Commission, 1997: 1). A decade on from the early
debates over digital convergence, the definition has not really changed, but 
the extent of convergence may now surprise the early commentators. We can,
for example, now make phone calls (Voice over Internet Protocol – VoIP) from
computers to mobile phones. We can send text messages to mobile phones. 
We can send emails to computers from mobile phones and then use those same
phones to change the interactive TV channel that we have purchased using our
computers to be played on our phones or computers – computers we may also
have bought using other computers. Inter-functionality, new permutations and
function creep caused by convergence are increasing, particularly since the
advent of (wireless) ambient (AMI) technologies, identification (biometric)
technologies and technologies of location through affordable satellite linkage
(IPTS, 2003). A particularly significant convergence in the years to come 
could be the (as yet unproven) Software Defined Radio (SDR) (BBC, 2006).
Sometimes known as ‘Tower of Babel’ technology because of its ability to read
and understand different kinds of radio waves, SDR has the ability to join up a

6 HUNTING, SHOOTING AND PHISHING: NEW CYBERCRIME CHALLENGES FOR CYBERCANADIANS IN THE 21st CENTURY

3030 Hunting Shooting & Phishing Eccles Plenary Lecture  14/3/08  11:07  Page 6



range of different technologies and communications systems thus creating many
new opportunities for linking individuals to each other, but also to their home
and workplace – that is assuming that the two will remain separate in the years
to come. 

The significance of convergence is that it creates a new value-added – 
the information network – which was not considered when each individual
technology was invented and which is also beyond their capabilities. The
subsequent convergence of newer communications technologies to make
them inter-functional has extended our ability to construct new social
networks across a global, social and cultural span. Perhaps the most graphic
illustration of the growing sophistication of networks has been the emergence
of distributed and decentralized peer to peer (P2P) networks, or grid
technologies6, that rely upon user participation and generate new forms of
decentralized commercial and informational relationships between individuals.
Other examples are networks that have grown up in virtual worlds, virtual
environments in which participants are represented by avatars or visual
representations of users as they would like to be seen; or through discussion
groups and blogsites (see later). The relationships that emerge can enhance
citizenship and democratic participation, whilst also facilitating e-commerce
and improving the overall quality of life. Though there are some limits over
the claims that can be made about these enhancements.

Informational transfer and value
If the Internet is little more than a set of agreed informational protocols then
at its heart is the process of information transfer to trade access protocols 
or content. Simply switching on a networked computer begins a process of
information brokering, but once computers have exchanged their network
protocols, then the procedure for gaining access to a particular network 
is invoked. During this procedure an individual’s access codes (personal
information) are compared with data already held by the computer system 
to verify his or her access rights and identity. This data doubling is an act of
surveillance that all computer users experience. Once access to a particular
network has been obtained, then informational content can be exchanged,
usually at a price.

HUNTING, SHOOTING AND PHISHING: NEW CYBERCRIME CHALLENGES FOR CYBERCANADIANS IN THE 21st CENTURY 7

6 The terms peer-to-peer and grid technologies are often used interchangeably. 
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Value in the cyberspace (created by the Internet) is therefore mainly attached
to the expression of informational ideas rather than things. The focus of
cybercrime, therefore, is mainly upon acquiring that information in order 
to extract its value. Activities that we understand as cybercrime will include
the illegal acquisition of access codes to closed systems, access to sources
of finance, the manipulation or destruction of intellectual property in the 
form of copyrighted, trademarked materials, information and data. They 
will also include new aspects of extreme sexual materials and video nasties,
information warfare, economic espionage and many other activities. 

Interestingly, the ability of networked technologies to create and retain
informational data records of all Internet transactions, usually for billing,
advertising or even explicitly for law enforcement purposes, means that the
intensity of informational surveillance increases to the point that it is now
becoming impossible to escape from the electronic gaze. This data, or “mouse
droppings” as it is sometimes known, is primarily designed to make the system
work by ensuring security and assisting the user. A subsequent analysis of the
data trail (dataveillance) can also assist law enforcement. Data records can 
be recalled either to prove or disprove that a user has undertaken a transaction.
They can also be monitored in real time to identify money laundering, payment
card fraud and other areas. We begin to experience, what Canadian
criminologists Haggerty and Ericson have called, the “disappearance of
disappearance” (Haggerty and Ericson, 2000: 619). This, of course, creates 
a potential threat to the maintenance of privacy and human rights and
engenders a further debate (See for example, Balkin, et al., 2006).

Globalization
The Internet, as an information network, accelerated the process of
globalization by collapsing traditional geographies of distance to the point that
“in the networked world, no island is an island” (McConnell International,
2000: 8; Goodman, and Brenner, 2002: 83). It is, for example, now as quick
for me to communicate with friends in Vancouver as it is to contact colleagues
close-by in my office building in Leeds. Whilst ‘equidistance’ can have
immense benefits in terms of information dispersal, democratic participation 
in society, and commerce, it can also bring risk that much closer. Within the
specific context of crime, globalization has created informational crime
opportunities across cultures and jurisdictions by extending the reach of
criminals globally. Dan Geer has rather dramatically observed that everyone
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moves that little bit nearer on the Internet with the consequence that “every
sociopath in your neighborhood is now living next to you, and there are no
good neighborhoods!” (Geer, 2004).

But globalization should not simply be interpreted as an extension of
technological reach. Rather, it is a social process that configures and
reconfigures “relationships between multiple entities – from individuals to
international agencies – which are widely distributed in space” (Cain, 2002).
These relationships are neither innocent nor power-free because they are
based upon the exchange of informational value, and are therefore not always
a fair exchange. Swift has argued that globalization “is the product of a kind
of turbo-capitalism that utilizes technologies to project itself through trade,
investment and speculation at ever-faster speeds to ever-farther horizons”
(Swift, 2002). As a consequence, globalized information flows have
broadened the imagination of criminals beyond traditional cultures and
geographical boundaries, and disparities between the local and the global
have created new criminogenic scenarios. Cybercrime is, then, more than 
a globalized phenomenon that can be committed anywhere on the Internet,
from anywhere, at any time, but it is constituted of ideas that transcend
cultural and geographical boundaries. Theoretically, at least, and as I
mentioned earlier, changes in one place should also be found in another.

At some point, however, the ‘local’ enters into the equation: firstly, via 
the offender because the crime has to be committed somewhere; secondly, 
via the victim, because they are victimized somewhere; and thirdly, via 
the investigation which has to take place somewhere, usually, though not
necessarily where the offending or victimization took place. It is important 
to note here that this is a different ‘local’ than found in the analysis of street
crime because it is a ‘local’ that is transformed by the global. Bauman (1998)
conceptualizes this ‘glocalization’ as an intrinsic linkage between global and
local processes which he points out are not ‘trans’, or ‘inter’-national, rather
they are ‘glocalized’. The Internet may, for example, introduce entirely 
new types of offending and victimization into a locality. So, from a law
enforcement point of view, globalization not only impacts upon local criminal
practices, but it also changes the relationship between the global and the local
(Robertson, 1995; Findlay, 1999), thus shaping local enforcement and policing
cultures. Of course, the local can also shape the global in that local events 
can generate broader criminal opportunities, for example, the prohibition or
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excessive taxation of goods in one jurisdiction may immediately create
criminal/business opportunities elsewhere and the Internet provides the 
global links through which those opportunities can be exploited.

Although concepts like ‘globalization’ and ‘glocalization’ are themselves
intellectually contestable, they nevertheless provide a language for
understanding change. One certainty in life is that cybercrimes will proliferate
and become increasingly more global. Visible examples of this trend are
already being found in the criminal opportunities that exploit the convergence
of different information technologies, for example, email spams and viruses or
the convergence of communications technologies with linked databases that
contain very private information about us or our patterns of consumption 
and lifestyles. The upshot of the transformations in networking, informational
transfer and globalization is that networked information technology creates
quite dissimilar and novel information flows that join participants together in
different ways and in different time frames. Information of interest can flow
by ‘word of mouse’ (email) very quickly and the information flows can be
almost viral in the way that they are distributed, traveling quickly from node
to node across networks – see further, Canadian academic, Michael Geist’s
(2006) discussion about internet videos. The use of the term ‘viral’ here is 
not to be confused with malicious software, although there is an indirect 
link in terms of the escalation of distribution. Rather it is about the way that
relationships are organized across the Internet along which information can
flow, particularly following the rise in popularity of the virtual social spaces
created by the interaction of email, webmail, social networking websites, blog
sites, chatrooms and instant messenger services. These viral information flows
create the possibility of asymmetric gesellschaft or transactional relationships
with other individuals in place of symmetric face-to-face relationships. Just 
as one individual can be in touch with many others simultaneously during 
the course of routine communications, then the same technology can also
engender asymmetric relationships between offender and victim with the
result that one individual can simultaneously victimize a number of individuals,
either synchronously in real-time, or asynchronously in chosen-time (Morris
and Ogan, 1996: 42-43). The latter condition can mean that the victimization
can take place in real time or some time after the initial communication. A
useful example of asymmetry and asynchronicity in viral information flows 
is found in the computer mediated offender-victim relationship caused by
malicious spams (see Wall, 2007: chapter 7). Together these transformations
in networking, informational transfer and globalization have contributed to

10 HUNTING, SHOOTING AND PHISHING: NEW CYBERCRIME CHALLENGES FOR CYBERCANADIANS IN THE 21st CENTURY
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radical changes in the organization of crime and the division of criminal labor,
and changes in the scope of criminal opportunity.

What are the changes in the organization of criminal behavior?
Each of the above three transformations have radically changed the division 
of criminal labor online to give offenders greater control over the criminal
process across a global span and to facilitate new ways to organize crime. 
I look here at the changes in criminal behavior and its organization. 

Greater individual control over the online criminal process across a global
span 
Perhaps the most profound product of the Internet has been the power that 
it places in the hands of a single person, often referred to as the ‘empowered
single or small agent’ (see Rathmell 1998: 2; Pease 2001: 22 and Artosi, 2002).
These are lone offenders who exploit networked technology to carry out
incredibly complex and far reaching tasks that can be repeated countless times
across a global span. Tempered only by technological limitations such as
bandwidth and language, they are now able to commit crimes previously beyond
their financial and organizational means, and reach. The changes in the dynamics
of the return on investment now make offending more cost-effective and
represent a significant step-change in criminality. On the one hand, offenders 
can commit smaller-impact, bulk-victimizations across a broad geographical span
whilst, on the other hand, they do not have to have many successes before they
break even. Furthermore, because they tend to work alone and remotely, their
chances of getting caught are lessened by the fact that there is little criminal
intelligence about them in circulation - in comparison, to, say, a bank robbery
whose organization involves a comparatively large number of individuals. The
knock-on effects of this change in the organization of criminal activity for the
justice process are considerable. Especially, where the principle of de minimis 
non curat lex (the law does not concern itself with trifles) begins to apply to the
problem of small or low-impact multiple victimizations that are distributed across
many jurisdictions and which collectively constitute a significant criminal activity,
but individually do not justify the expenditure of resources in investigation or
prosecution (see Wall, 2007: chapter 8).

New forms of online criminal organization through collaborations of different
skill-sets 
The second most profound effect of the transformations is the new genre of
collaborations between different offending groups; hackers, virus writers and

HUNTING SHOOTING, AND PHISHING: NEW CYBERCRIME CHALLENGES FOR CYBERCANADIANS IN THE 21st CENTURY 11
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spammers. Initial concerns about the transfer of organized crime to the
Internet have largely been dispelled by Brenner who predicts that organized
criminal activity will likely manifest itself online in “transient, lateral and fluid”
forms, as networks of criminals (Brenner, 2002: 1). It would take this form
rather than replicate the two principle models of organized criminal activity
found in the ‘real world’ - the “gang” model and hierarchical American
‘Mafia’. This is mainly because they mainly evolved in response to real world
opportunities and constraints that are largely absent in cyberspace. Instead,
individuals with different skill sets are more likely to form ephemeral
relationships to commit a common act, or to reproduce their skills and
knowledge. These predictions are largely borne out by contemporary
evidence; see, for example, Mann and Sutton’s research into the operation 
of cracker news groups (1998) and Wall (2007: 66). The important issue 
here is: why should this be the case, and will these patterns continue?

The whole of a (cyber) criminal activity can now be perpetrated by very few
people because the division of labor has become much more specialized and 
its components automated. Virus writing, for example, can be part-automated,
although the higher specifications of sophisticated malicious software today
require increasingly specialist skills in their construction. A brief illustration was
uncovered in 2004 by the German Magazine C’T which found that virus writers
had been selling the IP addresses of computers infected with their remote
administration Trojans to spammers (C’T, 2004). Not only do these infected
computers, or Zombies, enable spammers to use the infected systems to illegally
distribute spams without the knowledge of the computer owners, but the
botnet network of installed Trojans forms a powerful tool which the distributors
of the viruses can use to, amongst other things, launch distributed Denial of
Service (DDOS) attacks (McQuade, 2006: 99; BBC, 2003, C’T, 2004; Libbenga,
2004 – see Wall, 2007: Chapter 4 & 7).

Behind this collaboration of skills sets and the rise in Trojan attacks from
botnets are concerns that ‘organized crime’ interests are now exploiting this
‘third generation’ of cybercrime. Botnets are networks of ‘zombie’ computers
that have been infected by remote administration tools (malcode) and which
can subsequently be controlled remotely. They are valuable commodities
because they are a massive force multiplier that can place tremendous power
in the hands of the remote administrators or ‘bot herders’, for which purpose
they can be hired out, sold, or traded. In June 2005, the UK’s NISCC (National
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Infrastructure Security Co-ordination Centre) warned of the practices of 
“a highly sophisticated high-tech gang” reputed to be located in the Far East
using various means to infect sensitive computer systems to steal Government
and business secrets (Warren, 2005; NISCC, 2005). The warning provided
details of forms of criminal organization that are not only unique, but also
depart from traditional thinking on organized crime, although it is thought,
but not clear, that high level organized crime may be involved. The attacks
“… demonstrate a high level of expertise … coupled with the use of … social
engineering to obtain email addresses and names of targets” (Warren, 2005).
The warning also confirmed the suspicions of security analysts who believed
that the attacks, about three per day, had been launched over a period of up
to a year (see Naraine, 2005).

These attacks were distinctive for a number of reasons. Firstly, not only did
they not demonstrate the patterns of behavior that hackers have traditionally
displayed but they also did not “appear to have the incentives that organized
crime is after in terms of a fast financial return” (Warren, 2005). What was
more certain was that those involved were “one of a number of organized
groups that are spreading around the world in a high tech crime wave” 
(ibid). The second reason was that the pattern of the attack was more like 
a phishing expedition (see later) than a pre-meditated assault on one or 
more organizations. The gang was believed to be composed of a dozen or so
individuals who attacked systems using information that had been returned
randomly from infected computers within the network. For example, it was
not simply targeted at corporations, because governmental organizations and
agencies were also found to have been caught out (Leyden, 2005a). The third
was that the information returned would then be used to quickly identify key
individuals in the target organization about whom further information would
be sought, often with a turn-around of as little as two hours. The ‘personal’
information contained in emails sent out in a subsequent targeted attack
would convince (socially engineer) the individual to open an attachment.
In so doing, their computer would become infected by sophisticated Trojans
that have the ability to regularly change themselves to evade detection
by anti-virus software. The Trojans would then seek out the ‘bot-herder’s
computer and send it corporate and personal information that may then be
passed on to a competitor or be used to compromise the target organization
(Warren, 2005; Leyden, 2005a; Lueck, 2005). Only time will tell if these
‘gangs’ will come to constitute a ‘new internet mafia’ (Berinato, 2006). 
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Deskilled and re-skilled criminal labor 
A useful way of understanding (and conceptualizing) the impacts of
networked technology upon the organization of crime is to explore them 
in terms the ‘deskilling effect’ (Braverman, 1976). The deskilling hypothesis
draws upon late Marxist theory to argue that the main rationale behind the
development and utilization of technology is to increase the efficiency of
human labor and actions to maximize investment in capital. Central to this
operation is the process of rationalizing and ‘degrading’ labor by breaking it
down into essential tasks and then automating each of those tasks to make
them more efficient and economical to carry out. Examples can be found in
most occupations, notably in the factory where the once legions of manual
assembly-line workers have now been replaced by machines. The deskilling
effect is by no means restricted to manual labor, because in most clerical and
managerial occupations, for example, typing is now a generic skill along with
using computers, whereas not too long ago both typing and computing were
carried out by specialists. While the critics of technology have been quick 
to highlight the negative effects of the deskilling effect upon labor (e.g.
unemployment), they have largely ignored the inevitable and simultaneous 
re-skilling process that also occurs whereby, albeit fewer, workers take 
control of more complete, but automated, production processes. 

These deskilling and reskilling arguments can equally be applied to the
organization of the labor of crime as the whole criminal process can now
arguably be performed by a few individuals. Evidence of this is found in the
increasing use of networked computers to automate offending. At a basic level,
computers were, and still are, a sophisticated tool that can be used to commit
offences, such as the ‘hack’, the theft etc. Originally performed manually by
hackers trained as programmers, hacking subsequently became enhanced by the
use of ‘scripts’ – as in the first and second generations of cybercrimes described
later. It was, however, the automation of the process, using web based ‘point
and click’ tools, that enabled malicious software and code to be more easily and
effectively compiled en masse (BBC, 2005). Some interesting evidence of the
deskilling and reskilling of online criminal labor is found in the reasons for the
demise of the once popular hacking magazine Phrack. For over two decades
Phrack “spanned the evolution of hacking from the days of bulletin boards to 3G
mobiles with a knowledgeable, politically aware and frequently controversial take
on information security” (Leyden, J. 2005b). Its last editor (Ollie) complained
that “the basic skill level hackers need to build up was rising all the time. It’s
much harder to get to a point where you can actually do stuff … [y]ou have
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to learn much more and read many more books. The entry-level of skills has
been raised” (Ward, 2005).

The Internet clearly provides a new conduit for criminal and harmful behavior.
The transformative impacts change the traditional spatial and temporal
relationships between offender, victim and the state by creating entirely new
opportunities for harmful or criminal behaviors: widening the offender’s reach 
of opportunity globally; enabling offenders to engage victims in new ways;
providing new means for the organization of criminal behaviors. So, although
the fundamental nature of the victimization may be familiar, e.g., deception 
or theft, when the behavior has been transformed by the Internet, then it is
referred to as a cybercrime. But, what actually are they? Without a systematic
clarification of the nature of cybercrimes, dystopian and often inapt concerns
about them can result in misplaced or exaggerated public demands for policy
responses from criminal justice and other agencies.

How has cybercrime evolved? 
We all seem to agree that cybercrimes exist, but few of us seem to agree on
what they are (Wall, 2001: 3, 168). Kowalski confirmed this view in her 2002
Canada Statistics paper when she wrote that: “to date, no single definition 
of cyber-crime has emerged that the majority of police departments use” (2002:
6). She also noted that the following loose working definition has increasingly
been accepted by Canadian law enforcement agencies: “a criminal offence
involving a computer as the object of the crime, or the tool used to commit a
material component of the offence.” (Kowalski, 2002: 6). Kowalski and others
have independently, and usefully, demarcated the use of computers both as a
tool of crime and as the object of crime. However, in practice these differences
are not easy to apply, not least because they do not explain why some so-called
‘cybercrimes’ are the subject of law and others are not. So, the most effective
way of reaching a useful working definition of cybercrime is, in my view, to 
look at it in terms of its evolution and its level of mediation by networked
technology. In this way the test of a cybercrime is to simply ask what is left if
networked technologies are removed from the equation. This transformation
test 7 is not intended to be scientific; rather it is a heuristic device, a rule of
thumb. It enables us easily to understand further how the Internet has become
a conduit for criminal activity.
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The origins of cybercrime can be traced back to the interception of semaphore
signals in the eighteenth century, or the wiretap in the nineteenth and early
twentieth centuries (Standage, 1998). In both cases, valuable information was
intercepted in the process of being transmitted across hitherto unparalleled
spans of time and space and sold for gain or profit. However, the true genesis
of cybercrimes originates in early computer crimes prior to their subsequent
transformation by networking into two further generations. It is important 
to explore these milestones, because although the notion of ‘generation’
invokes the passage of time, each generation is distinctive and the conceptual
differences between them can be used to explain contemporary differences
currently present in the scope of criminal opportunity.

The first generation of cybercrime: using computers to assist traditional
patterns of offending 
The first generation of cybercrime took place within discrete computing systems
and was mainly characterized by the criminal exploitation of mainframe
computers and their discrete operating systems. Usually related to the acquisition
of money or the destruction or appropriation of restricted information, this first
generation marked a departure from conventional criminal opportunity. See, for
example, the ‘Salami fraud’ (Singleton, 2002: 39; Kabay, 2002) committed by
Gus Gorman (played by Richard Pryor) in the film Superman III where he
corralled the surplus half cents from banking transactions into his monthly pay
check. The opportunity was created by inconsistencies in the computing system
relating to ‘rounding up’ fractions less than the lowest denomination of money,
so, even though the crime appeared to be completely mediated by technology,
the offending was localized by the limitations of the mainframe computing
system. Although this first generation of cybercrime involved, and still involves,
the use of computers, networked or otherwise, the behaviors, frequently referred
to as cybercrimes, are in fact ‘traditional’ (Wall, 2001) or ‘ordinary’ (McQuade,
2006). They are low end cybercrimes, a distinction borrowed from Brodeur’s
(1983) work on policing, where computers are used mainly during the
preparation stage of crime, either as a tool of communication or to gather
preparatory information, for example, how to kill someone or how to
manufacture drugs or weapons.

Here, existing patterns of harmful activity are sustained by technology, but
remove the information technology and the activities will still persist by other
means. Drug dealers, for example, will use whatever form of communications
and information technology are available, convenient and less risky. It is
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similarly the case with information about weapons and other harms, even
manuals on how to commit crimes – they existed before the Internet. Radical
book retailers, Loompanics, for example, have long specialized in selling books
that describe the technologies and techniques of potentially harmful actions
and are therefore illegal in many jurisdictions outside the USA. Thinking back 
to the film Superman III, even Gus Gorman’s Salami Fraud could still have 
been committed by a subtle mis-use of the internal banking orders.

The second generation of hybrid cybercrimes: existing crimes across a global
span of networks
The second generation of cybercrimes are those committed across networks,
such as hacking and cracking. They were originally the product of a marriage
between the early computer operators and the communications skills of the
phone phreakers who imaginatively ‘cracked’ telephone systems to make free
telephone calls. The phone phreaker was epitomized by the legendary exploits
of Cap’n Crunch (aka John Draper), so named because he used a toy whistle
obtained from a box of Cap’n Crunch cereal to access AT&T’s phone system 
by whistling its long distance dial tone. The marriage gave birth to ‘hackers’,
who were driven by a combination of the phreakers’ ethical belief in their moral
right to hack into systems and the 1970s post-Vietnam culture with its youthful
promotion of civil liberties and suspicion of government and large corporations.
Hackers would use their knowledge of telephone systems along with
computing and ‘social engineering’ skills to ‘talk’ information out of the owner
and access discrete, but linked, computing systems. For the uninitiated, hackers
claim to be driven by ethical principles, whereas crackers are not. The term
cracker was originally adopted to avoid the misuse of the word ‘hacker’ by 
the media. Useful histories of cybercrime can be found in Shinder and Tittle
(2002: 49-92), Britz (2003) and McQuade (2006).

The early personal computer became available in the 1970s and 1980s and
could be connected to phone-in Local Area Networks (LANs). The early hackers
tested the new systems and openly shared their philosophies and knowledge 
of ‘hacks’ on bulletin board services (BBS). Those same BBS systems also
developed into early virtual trading posts from where information services and
goods were sold, thus creating opportunities for theft and the acquisition of
goods and services. This second generation of cybercrime was given a boost
when the Internet was opened up for general commercial use and TCP/IP
(Transmission Control Protocol/ Internet Protocol) accepted as the standard.
Until the mid-1980s the Internet had been the preserve of the military who
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originally conceived it as an attack-proof communications system. It was
subsequently released for governmental and academic purposes before being
opened up for general usage. The Internet’s massive potential for good and
bad was realized following the development and commercial popularity of 
the graphics user interface (GUI) in the early 1990s.

The second generation of cybercrimes is mostly ‘hybrid’ (Wall, 2001)
or ‘adaptive’ (McQuade, 2006). This generation effectively comprises
‘traditional’ crimes for which entirely new globalized opportunities have
arisen. For them, the Internet has created a transnational environment 
with entirely new opportunities for harmful activities currently the subject 
of existing criminal or civil law. Examples of these activities include trading
in sexually explicit materials, including child pornography, say, through
interactive hardcore WWW sites, but also the likes of fraud etc. (see
Grabosky, et al. 2001: 30; Levi, 2001: 44). The increasing prevalence 
of deception through Internet auctions, for example, is a vivid example 
of this level of opportunity (see Newman and Clarke, 2003: 94).

Networked environments also contribute to the circulation of criminal ideas.
Newsgroups and web sites circulate information about ‘chipping’ – how to
hack computers, bypass the security devices in mobile telephones and cable
television decoders (Mann and Sutton, 1998; Wall, 2007: 66). They also
provide information about how to manufacture and distribute synthetic 
drugs and their precursors (Schneider, 2003: 374). Take away the Internet 
and the offending behavior remains, but the new opportunities for offending
disappear and the behavior continues by other means, though not in such
great numbers or across such a wide span. Consequently, hybrid cybercrimes
are examples of the ‘modernization of modernity’ (Beck, 1992; Finnemann,
2002: 36). Furthermore, there is a more common understanding and
institutional view as to which agencies are responsible for offending behaviors
falling under these first two levels of opportunity. Indeed, their subject matters
are not only covered by law and the public policing mandates of most
countries, in so far as there tends to be clear public support for policing
agencies to intervene, but any problems that arise tend to relate to matters 
of trans-jurisdictional procedure, rather than substantive law. This contrasts
with the third level where the responsibilities are not so clear cut.

3030 Hunting Shooting & Phishing Eccles Plenary Lecture  14/3/08  11:07  Page 18



HUNTING, SHOOTING AND PHISHING: NEW CYBERCRIME CHALLENGES FOR CYBERCANADIANS IN THE 21st CENTURY 19

A third generation of (true) cybercrimes wholly mediated by networked
technologies
The third generation of cybercrime is characterized by its distributed and
automated nature. The wholesale replacement of dial-in modem access with
broadband around the turn of the twenty-first century ushered in the third
generation of cybercrimes. Originally, online offender-victim engagement took
place via spammed emails which encouraged recipients to respond directly or 
to click onto WWW sites. More lately, spam email has converged with virus
attachments to further automate cybercrime. A particularly potent example of
the latter is the multi-functionality of the ‘blended threat’ which submits control
of the infected computer to the infector via a botnet while also gathering and
passing on personal information from the same computer. The two actions
were previously considered parallel threats, but they now have one source.
They are almost wholly mediated by networked technologies in that they 
rely less and less on social engineering. Most importantly, they illustrate a 
step-change of transformation in cybercrime that is beginning to make the
traditional hackers and crackers “… by and large, an amusing diversion and 
[no longer] an opportunity to dust down 20-year old clichés about teenage
geniuses …” (Sommer, 2004: 10). This is, of course, not to imply that the
seriousness of ‘hacking’ has in anyway diminished; see, for example, the 
Ohio children’s hospital hack which exposed 230,000 files to identity thieves
(Leyden, 2006). Rather, it suggests that not only has the cybercrime agenda
changed, but that concerns about hacking should be refocused upon
automated hacks from botnets. 

The true cybercrimes exist at the high end of the continuum. They are 
the spawn of the Internet and therefore embody all of its transformative
characteristics. True cybercrimes break the temporality of the geo-social
relationship between time and space by distanciating (distancing and
estranging) it across a global span. Since they are solely the product of
opportunities created by the Internet, they can only be perpetrated within 
its cyberspace and are therefore sui generis (of their own kind). At the far
extreme of this third category are the more controversial harms, particularly 
the appropriation of intellectual properties which fall outside the jurisdiction 
and experience of the criminal justice process; see, for example ‘Cyber-rape’
(McKinnon, 1997) or the ‘virtual vandalism’ of virtual worlds (Williams, 2003),
but also the ongoing battle between the music and movie industry and
downloaders (Carey and Wall, 2001; Marshall, 2002: 1). Spamming is a
particularly good example of a true cybercrime because it is now an illegal
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behavior in its own right in US and EU law and many other jurisdictions.
Curiously, Canada does not yet have a specific anti-Spam law, although some
aspects of spamming are covered by the Protection and Electronic Documents
Act (PIPEDA). The hard edge of spamming is that it can facilitate further
offending by enabling offenders to engage with potential victims. A poignant
example of current concern is Identity theft – which brings us to ‘phishing’, 
a term I mention in the title of this talk.8

Most of us will have some personal experience of ‘phishing’ because we have
all, at some time, received bogus emails purporting to be from our banks and
which encourage us to log onto convincing, but fake, websites to allegedly
‘reaffirm’ the personal information they hold about us. By responding to these
requests we unsuspectingly give away valuable personal information that can
subsequently be used to defraud us. As recipients of phishing emails have
gradually become wise to the scams, phishing has evolved into ‘SMiShing’ with
offenders sending out computer-generated SMS (cell phone) texts to encourage
recipients either to log onto a fake www site, or to call a number purporting to
be their bank security department. Even more recently, SMiShing has evolved
into vishing which uses VOIP (voice over internet protocol) to send out the
messages. The main challenge that phishing poses is that the offence is
individually minor and tends only to be serious in aggregate and only then,
when the stolen information is used against the owner. Indeed the theft of 
data is still not a criminal offence in all jurisdictions, for example, the UK. Even
when a fraud does take place using stolen information (usually credit card
misuse or unauthorized account take-over), then the police may be reluctant 
to investigate the case because the losses may be too small, or the problem
may be global rather than local, or the local police may think that it is the
province of the banks, or the banks may prefer no police contact in order 
to keep the knowledge of the scams out of the public domain. Identity theft
therefore creates a range of fairly new issues for both law enforcement and 
also lawyers representing victims, especially when a defrauded individual seeks
to restore their financial reputation to what it once was. If we take away the
Internet and spamming, phishing and the other true cybercrimes vanish.

What the transformation perspective presented here illustrates is that
cybercrime is the product of the information age. It is continually evolving 

8 Incidentally, I do not mean to imply that phishing has become a staple; it was simply
the case that the word play was too inviting to resist!
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and becoming more automated, and phishing is a very good example of this
adaptive process. Overall, the automation of offender-victim engagement by
using malicious software represents a step-change in the transition towards 
the third generation of true cybercrime. Although not discussed here in detail
because the technologies are still in the development phase, it is anticipated
that a fourth generation of cybercrimes will eventually emerge from the criminal
opportunities generated by new ambient or wireless intelligent networks (IPTS,
2003). Although ambient technologies are still in their infancy, research is
already being conducted into predicting the legal, regulatory and technological
safeguards that will be required in a world of ambient intelligence (see further,
Wright et al., 2008). 

In this new era of cybercrime, neither offender nor victim knows each other.
Only the system vulnerabilities and flaws, combined with happenstance bring
them together, rather like the fish to bait. This is post-traditional hacking
because hackers as we knew them have now become only a small part of a
much bigger picture. We are witnessing new types of relationships between
offenders and their victims. As an illustration of this relationship, why, for
example, should criminals still go to the effort of committing a dangerous 
$40 million bank robbery when they can much more easily commit 40 million
$1 scams from the comfort of their own homes – or indeed someone else’s.
Please note that this is a hypothetical example and do not try this at home –
either yours or someone else’s! 

By placing cybercrimes within a framework of time rather than space we 
can understand them as successive generations defined by different states of
technological development with each transforming criminal opportunity. This
approach helps us to identify quickly the core issues and then position the
subject area within criminology and its associated discourses, avoiding the
confusion caused by applying the term to all crimes involving computers. For
example, where digital evidence is involved, or even where computers and their
components are stolen: “[t]his is misleading at best, and self-serving, at worst”
(Britz, 2003: 4). More specifically the ‘transformation test’ proves useful in
categorizing the different types of online offending behavior currently being
referred to as cybercrime, for example, in demarcating between those which
have a familiar ring to them and those which appear to jump straight out of 
the pages of a science fiction novel.
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What are the different types of cybercrime?
Having described the progressive generational development of cybercrime, 
it is found that online offending tends to fall into one of three basic groups 
that each invoke different bodies of law and require individual legal and
criminological understandings: offending relating to the integrity of the
computer system; offending assisted by computers; and offending which
focuses upon the content of computers. They also signify specific discourses of
public debate and professional experience within the criminal justice processes.9

Computer integrity crimes 
Computer integrity crimes assault the security of network access mechanisms.
They include hacking and cracking, vandalism, spying, denial of service, the
planting and use of viruses and Trojans etc. Many jurisdictions now have
computer misuse legislation, such as s. 342 of C-46, Canada’s Criminal Code or
the UK’s Computer Misuse Act 1990, which are two of many that have been
harmonized by Council of Europe’s Convention on Cybercrime (COE, 2001;
2003). Such legislation protects against unauthorized access to computer
material; unauthorized access with intent to commit further offences; and
unauthorized modification of computer material. Computer integrity crimes can
also pave the way for other serious forms of offending; such is the case with
phishing. Also crackers (unethical hackers), for example, may use Trojan viruses
to install ‘back doors’ that are later used to facilitate other crimes, possibly by
spammers who have bought lists of the infected addresses.

Computer assisted (or related) crimes 
Computer assisted crimes use networked computers to commit crimes, usually
to dishonestly acquire money, goods or services. In addition to Internet frauds
are the socially engineered variants such as the previously mentioned ‘phishing’,
419 advanced-fee frauds, and the manipulation of new online sales
environments, particularly auction sites. Most jurisdictions now have thefts acts
and legal procedures for the recovery of lost assets along with intellectual
property laws to protect citizens against the illicit acquisition of the expression
of ideas.

9 For a very useful overview of the UK law in these three areas of behavior see Walden
(2003:295; 2007).
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Computer content crimes 
Computer content crimes are related to the illegal content on networked
computer systems and include the trade and distribution of pornographic
materials as well as the dissemination of hate crime materials. Most jurisdictions
have variations of obscenity laws and laws which prohibit incitement, although
their legislative strength can vary where Internet content is also protected by
legislation that guarantees freedoms of speech and expression.

In practice, it is becoming harder to disaggregate the three within the new
generation of automated cybercrime. There is some blurring because the 
true cybercrimes appear to involve combinations of two or more. Phishing,
mentioned earlier, is a good example of this ‘blending’ because offenders
engage their victims through spam (integrity crimes); steal their personal
information (computer assisted crimes) by deceiving victims to log onto a bogus
web site (content crimes) which they think belongs to their bank. Phishers then
assault the integrity of the victim’s own financial system to perpetrate a fraud.
However, in all cases, only one of the three, the principal modus operandi, 
to steal money, will tend to be the primary driver behind the crime. Most
important is the way that these three categories not only illustrate the
development and diversity of cybercrimes, but they also provide practical
demarcations for analysis and investigation. Plus, they can be useful when
identifying the different resourcing implications for investigation and
enforcement, or for choosing methodologies when designing research 
to further our knowledge of cybercrime.

What are the challenges that cybercrimes pose for criminal justice systems?
Cybercrimes pose a number of problems for criminal justice systems because
their unique informational, networked and globalized qualities can cause them
to fall outside the criminal justice arena or be missed by the Criminal Justice
‘radar’. Despite the existence of applicable bodies of law backed up by
international harmonization and police co-ordination treaties, one of the main
problems for the criminal process is that, for reasons both right and wrong,
cybercrimes go largely under-reported. The loss of personal information through
identity theft, for example, may only be considered victimization when an
actual financial loss later occurs. Alternatively, individuals may be embarrassed
to report their victimization, or their loss may be small, or the dangers posed
may not be immediately evident, or not regarded as serious by the victim, or
the loss may genuinely not be serious. Else, it may be the case, as with credit
card frauds, that police (as a matter of practice in the UK) frequently refer
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victims back to their banks who are viewed as the real victims. Where the
victims are corporate entities, such as banks, reporting losses may expose a
commercial weakness and threaten their business model, which raises clear
conflicts between the private vs. public justice interest with regard to
cybercrimes. 

Even when the circumstances of a cybercrime are serious enough to get
reported there still are a number of problems that can conspire to impede the
traditional investigative process. Simply put, their informational, networked and
globalized qualities cause them to fall outside the traditional local, even
national, operational purview of police. They clearly differ from the regular
police crime diet, which is one reason that they can evade the criminal justice
gaze. On the few occasions where cybercrimes are familiar to the routine police
diet, then it is often the case that the computing misuse component of the
offending gets dropped in favor of a charge for the offence for which the
computer was used. For the most part, however, cybercrimes tend to be too
individually small in impact (de minimis)10 to warrant the expenditure of finite
police resources in the public interest. Also, by falling outside routine police
activities then the police accrue little general experience in dealing with them as
a mainstream crime. This becomes additionally problematic when disparities in
legal coding across jurisdictions conspire to frustrate law enforcement initiatives.
The big question is how might these challenges be addressed? 

What do we do about cybercrimes? 
The direct impact of law in governing behavior online is very limited, primarily
because of the distance between the offender, victim and policing agent. Law is
important, but it is only one of a number of factors that can shape behavior. Its
regulatory effect has to be understood alongside other factors such as social
values (shaping behavior through information and education), market forces
(shaping behavior by manipulating the laws of supply and demand) and
technological devices (shaping behavior by manipulating the architecture of the
environment in order to restrict opportunity). These factors proscribe the digital
realism of cybercrime which basically argues that the same technologies that
give rise to criminal opportunity can also be used to police it (Wall, 2007: 186).

10 De minimism is from de minimis non curat lex, where it means the ‘law does not
deal with trifles’. It is used in this book to describe low-impact, bulk victimizations
that cause large aggregated losses spread out globally across potentially all known
jurisdictions.
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Examples of such technological methods range from spam filters, to honeynets
(www sites that attract and entrap offenders)11, through to optical character
recognition and sophisticated online surveillance techniques. But whilst these
technological policing methods may be theoretically economical, efficient and
effective, they are not without their unintended side-effects. The danger in
reducing law to a set of scientific rules embedded in software is that the
automated and ubiquitous policing that results coldly applies rules without the
prospect of discretion. In so doing, there is a distinct danger of a general
reversal of the burden of proof and a corresponding increase in the number of
strict liability offences. Taken one dystopic step further, the cold application of
technology could accelerate the shift from the current disciplinary society
towards an actuarial control society. In other words, the concern is that when
technology is used to replace discretion (without checks and balances),
individuals may come to be judged by what they might or could do, rather by
what they have done and disciplined by exclusion. 

Other side-effects of relying upon purely technological methods to police the
Internet is that they tend to create added strain on finite police resources by
unearthing evidence of additional and usually minor offending that was
previously invisible. Yet, because such offending is in breach of the law then
these offences nevertheless have to be investigated by the police and draw
officers away from their primary mission of protecting the public and
maintaining order towards a purely law enforcement role – thus dividing
policing labor. A further issue then arises because investigating officers are then
tempted to investigate only the most easily investigate-able offences (the low-
hanging fruit) rather than the more serious forms of offending (Goodman,
1997: 684; Jewkes and Andrews, 2005: 51). These knock-on effects emphasize
the legal need to discern between collecting evidence of serious or repeat
wrongdoing that can be used in court and collecting criminal intelligence that
cannot, but may lead to further investigation. Furthermore, ‘ubiquitous’ online
policing through surveillance creates the potential problem of not being able to
call the police to account for their actions – Quis Custodiet Ipsos Custodiet. Yet,

11 Honeynets are fake websites constructed to socially engineer offenders into accessing
them and showing intent by willfully passing through various levels of security,
agreeing at each stage that they are aware of the content and indicating their intent.
Offenders eventually find themselves facing a law enforcement message (a ‘gotcha’)
and a notice that that their details will be recorded or that they will become subject
to investigation in cases where intent is clear. See further, Honeynet Project (2002).
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with a twist of fate the same networked technologies that create criminal
opportunity and which can be used to police online behavior, can also be used
to police the police because they also cannot escape from technology’s panoptic
gaze. The same technologies can also assist with the implementation of police
reform. As Scott Adams wittily noted, “new technology will allow the police to
solve 100 percent of all crimes. The bad news is that we’ll realize 100 percent 
of the population are criminals, including the police” (Adams, 1998: 194).

Clearly, cybercrimes are characteristically incompatible with traditional routine
police practice. Despite being in the 21st century information age, the public
police still continue to work mainly along the lines of their 170 year old
mandate to regulate the 'dangerous classes'. Hence the understandable focus
upon policing dangerous individuals such as pedophiles, child pornographers,
fraudsters and terrorists who threaten the infrastructure. However, this is not
to say that cyberspace goes un-policed, because, as in the terrestrial world:
'not all policing lies in the police' (Reiner, 2000: xi). Nor is it necessarily the
case that police activity is either inefficient or ineffective. Rather, the public
police role has to be understood within a broader and largely informal
architecture of networked internet policing which not only enforces laws, 
but also maintains order through different layers of governance online 
(see Wall, 2007: Chapter 8).

Internet users and user groups, for example, maintain online behavior through
the application of moral censure. Virtual environment security managers are
collectively emerging as new strata of behavior governors. They ‘police’ the
behavior of the online community according to its particular norms and can
apply a range of sanctions from censure, to temporary or permanent
withdrawal of access rights. Network infrastructure providers (ISPs) draw
upon the terms and conditions of their contracts with clients. The ISPs
themselves are also subject to the terms and conditions laid down in their
contracts with the telecommunications providers who host their services.
Corporate security organizations preserve their corporate interests through
contractual terms and conditions; but also use the threat of removal of
privileges or the threat of private (or criminal) prosecution. Non-
governmental, non-police organizations, such as the Internet Watch
Foundation, act as gatekeepers by accepting and processing reports of
offending then passing them on (mostly related to obscenities), as well as
contributing to cybercrime prevention and public awareness. Governmental
non-police organizations use a combination of rules, charges, fines and the
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threat of prosecution. Not normally perceived as ‘police’, they include
agencies such as Customs, the Postal Service, and Trading Standards etc. 
A higher tier of these agencies also oversees and enforces national Internet
infrastructure protection policies. Public police organizations, as stated earlier,
therefore play only a relatively small, but nevertheless significant, role in
imposing criminal sanctions upon wrongdoers. Although located within nation
states, the public police are joined together in principle by a tier of
transnational policing organizations, such as Europol and Interpol. Servicing 
all of the different policing functions together are a range of international
associations devoted to networking trusted participants and circulating
information and best practice. One very active example of this type of
organization is the British Columbia based Society for the Policing of
Cyberspace (POLCYB)12. 

Conclusions: What are the new Cybercrime challenges for CyberCanadians 
in the 21st century?
Cybercrimes present the criminal justice systems of Canada and elsewhere with
a number of interesting globalized issues to resolve. Not only is it arguable that
there is already enough law in most jurisdictions, but also that there is quite a
lot of policing activity going on – though not necessarily by the public police.
What this suggests is that there is a problem in the way that we conceptualize
and understand cybercrime. Firstly, I have argued that cybercrime is not a
unitary concept and that most of the harmful acts regularly referred to as
cybercrime are in fact conventional crimes in law for which there are new
networked and global opportunities, furthermore, there are distinctly different
types. Secondly, because true cybercrimes are informational, global and
networked they fall outside the law and experience of the criminal justice
systems. Thirdly, this second fact is confused by a common misunderstanding of
the concept of cybercrime which has been distorted by its conceptual origins in
social science (cyberpunk) fiction. In other words, cybercrime is expected to be
dramatic and directly harmful, if not brutal to the point that planes fall out of
the sky – but it isn’t! It is individually invidious and only collectively insidious.
Yet, news reporting tends to dramatize the novel event, so that one occurrence,
or even an observation that it can potentially happen, can create much media
coverage and shape public opinion. The upshot is that the public expect the
public police to respond to their fears, fears which are often exaggerated and

12 See further The Society for the Policing of Cyberspace (POLCYB) http://www.polcyb.org/.
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even unfounded, that create a reassurance gap between what the public expect
of the police and what they can provide (see Wall, 2008). In this rather long-
winded (or long-worded) way I am saying that cybercrimes do exist, but not as
we expect to see them, and that it is very important to get the criminal justice
policy to deal with them right. 

So, the main cybercrime challenge for CyberCanadians in the 21st century – as
elsewhere – is to formulate effective responsive strategies to cybercrime that
take into account the different perspectives that the different actors in the field
of cybercrime bring to the subject, rather than see it in binary terms as either
right or wrong. Such strategies require policy that accepts the different, but
real, experiences of the business community, the individual user, but also the
law enforcement. It is also crucial to base such a policy upon realistic
expectations of what the public police can and cannot do. This includes
accepting that not all policing lies with the police because the policing function
is also to be found within other nodal and networked structures of order. In the
ideal world, the governance of online behavior should therefore be designed to
assist and strengthen the Internet’s natural inclination to police itself, keeping
levels of intervention relevant while installing appropriate structures of
accountability. Remember that the same networked technologies which create
criminal opportunity can be harnessed to police cybercrime and also
(theoretically) monitor the policing of cybercrime. Also remember that the
bodies policing the Internet include the many other nodes in the networked
model of Internet policing outlined earlier. Without a robust framework of
accountability there arises the uncomfortable prospect of over-policing using
technology – all the more worrying if the basis of this exercise is the application
of scientific rather than legal rules. We therefore need to be clear about where
we set the balance between the need to maintain order online and the need to
enforce law. Until this balance has been achieved the cybercrime ‘reassurance
gap’ will not be closed. An equally important consideration in seeking such a
balance is to ensure that the fundamental open ended principles of the Internet
are preserved so that the individual users decide what to receive and that the
information which flows along the wires is free and not censored. We are so
dependent upon networked technologies these days that we just can not afford
to throw the virtual baby out with the virtual bathwater. 

Thankyou very much.
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